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1	Decision/action requested
KI1 solution update.
2	References
[1]	3GPP TS 33.875

3	Rationale
The EN on detailing the threats is resolved. Editorial changes in the key issue details are proposed.
4	Detailed proposal


********* START OF CHANGES

[bookmark: _Toc96612633]6.1	Solution #1: Verification of the entity sending the service response in indirect communication without delegated discovery
[bookmark: _Toc96612634]6.1.1	Introduction
This solution is addressing KI#1.
This solution allows the NF Service Consumer (NFc) to verify the genuineness of the NF Service Producer (NFp), which is sending the response, when an SCP is used in between and the discovery of NFp has not been delegated to the SCP (see 3GPP TS 33.501 [X] Annex R, model C). I.e. The deployment scenario addressed is indirect communication (via SCP) without delegated discovery without re-selection.
The solution counters a malicious SCP or a Man in the Middle (MitM) that could forward the service request to a malicious or unauthorized NF Service Producer, i.e. a NFp that was not intended to provide a response. Especially where multiple SCPs are involved, and the NF Service Consumer does not know whether the right entity or some malicious entity is responding its request, this situation can occur. 
Currently there is no means to prevent a malicious SCP or Man in the Middle to forward the service request to a different NF Service Producer.
The example shows a Service request with a token for service consumption from NFp that has been redirected by a malicious MitM to a different NF Service Producer, which can be a rogue NF cooperating with the MitM.



Figure 6.1.1-A: Example of a potential attacking scenario

This solution avoids that a service response is returned back to the NF Service Consumer by an unauthenticated and/or unauthorized MitM.
[bookmark: _Toc96612635]6.1.2	Solution details
NFc discovers NFp at NRF and requests an access token for a specific NFp Instance ID for consuming a service from NFp. 
If indicated by NFc in the service request, the NFp provides back its CCA_NFp. Thus, the NFc can compare the NFp instance ID in the CCA_NFp with the selected NF instance ID when NFc requested the service. I.e. NFc can check if the NFp ID that the access token was provided for by NRF is matching the NFp ID present in the subject of CCA_NFp. Since NFp provides its CCA_NFp, this comparison is even possible if the response is sent via SCP.
If the NFp includes its own CCA_NFp in the service response, by this the NFc can verify that NFp, the sender of the service response, is the one that NFc's service request was sent to. 
[bookmark: _Hlk71375844]This allows authentication of NFp by NFc, i.e. by NFc verifying the CCA_NFp against the original NFp Instance ID, for which NRF provided the access token. NFp is authenticated, if the certificate NFp used to sign CCA has been verified by NFc. In case of failure, error messages can be triggered and reported to the operator.
In the following, the steps are described in detail. 


Figure 6.1.2-1: Flow chart for allowing verification of NF sending the service response
Step1,2: NFc selects NFp to send a service request along with the token. To allow NFc to validate the service response, it will require validation of the producer's identity via CCA as part of the response.
Step 3: SCP intends to forward the service request to further SCPs. If SCP or some proxy is malicious (or MitM), it forwards the service request to a rouge NFp instead.
Step 4,5: A rouge NF can try to send the service response without performing the authorization. As the service request requires validation, the NFp has to add its CCA header, CCA_NFp.
Step 6: SCP will relay back the response to NFc including the CCA_NFp.
Step 7: NFc compare the NFp instance ID received and Set ID (if present) in the CCA_NFp with the one used for service request. If it is the same, then NFc is assured the service response is received from a genuine NFp.
Step 8: If it does not match, the NFc can also raise an alarm and revert the transaction at NFc.
If SCP has re-selected the NFp, the SCP adds the NFp Id as received from NFc, in its request. The newly selected NFp will add both, the CCA of the NFp that was originally proposed by the NFc and the CCA of the reselected NFp.
[bookmark: _Toc96612636]6.1.3	Evaluation
This solution proposes an enhancement at the NF Service Producer to use the CCA as defined in TS 33.501. It provides an approach how an NF Service Consumer can authenticate NF Service Producer, from which NF Service Consumer received a service response, as intended NF for Service Response in indirect communication without delegated discovery.
This solution introduces Client credentials assertion of NF Service Producer which includes NFp Instance ID and signature using certificate of NFp. The NF Service Consumer can validate the CCA sent by the NF Service Producer and ensure that no rogue or malicious SCP or MitM has sent a service request to a malicious NF Service Producer.
[bookmark: _Hlk80229113]This solution is only applicable in a very limited scope, it does not cover model D and the case when SCP reselects another NF as NF Service Producer which is different from the targeted NF Service Producer by NF Service Consumer. Therefore, it is possible for NF Service Consumer to reject the received service response from a legitimate NF Service Producer and may induce service unavailability. Further, the NF Service Producer cannot determine if the request coming from SCP which is using model D or SCP using model C or a re-selected by SCP, so the producer cannot determine, when to generate CCA_NFp.

********* END OF CHANGES
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